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T
he annoying problems caused by strong electromagnetic

fields are familiar to us all. Unreliable equipment operation,

malfunctioning televisions and radios, and garbled comput

er screens can all be triggered by electromagnetic overload.

Usually the interference source is a nearby transmitter whose sig

nals couple to signal and power cables and/or enter equipment

directly. Interference problems generate4 by insufficient radiated

signal immunity in the affected equipment are quite different

from those caused by the unintentional emissions regulated by the

FCC's Part 15 rules, however. In the former case, the transmitted

signal is operating properly, but the susceptible equipment is

affected in an unintended manner; in the later, unintentional radi

ated emissions from a low-powered device such as a computer

cause interference by competing with a lawful, and intentionally

transmitted signal.

The effects of radiated susceptibility can range from merely

annoying to spectacularly tragic. It is in the military, where equip

ment malfunction can have dire consequences, that immunity

considerations are most critical. Consider, for example, the fate

that befell the U.S. aircraft carrier Forrestal on July 27, 1967.

The Forresta4 on that day, was cruising off the coast of North

Vietnam. Its jets had already flown more than 700 sorties, and

there was no reason to expect this day to be different from any

other. Not threatened by enemy aircraft, the A-4 Skyhawks on

deck were loaded with two 1000-lb. bombs each, as well as air-to-

ground and air-to-air missiles. The jets were fully fueled, and

ready for takeoff. Somewhere on the deck, attached to the wing of

an aircraft, was an improperly mounted shielded connector. As

the radar swept around, RF voltages generated on that cable ignit

ed a missile that streaked across the deck, stuck an aircraft, and

blew its fuel tanks apart. Its two bombs rolled to the deck and

exploded. From wingtip to wingtip, planes burned and bombs

exploded. Fire spread belowdecks; by the time it was extinguished,

134 men were dead or missing and total damages were $72 mil

lion, the Navy's greatest number of casualties on an aircraft carri

er since the battle of Okinawa.

The crucial lesson to be learned from this disaster is that, the

field-immunity characteristics of critical equipment must be

known. Leading the field in standards development in this area are

the military and the Society of Automotive Engineers SAE.

Pursuant to MIL-E-6051D, all subsystems and equipment must

meet MIL-STD-461/462; automotive manufacturers are likewise

attempting to address the issue. In these industries, work on

immunity did not wait for FCC regulation. The effects of suscep

tibility on automobiles were felt as soon as digital logic was added;

one early problem was the locking of brakes when a radio trans

mitter in the vehicle was keyed. Components within a vehicle

must now meet the standards of SAE J 1113, while SAE J 1338

provides information on how an entire vehicle can be tested. The

use of instrumentation such as the TEM cell is described in SAE J

1448.

The immunity of commercial equipment is the object of

increasing attention. Internationally, the EU's EMC Directive has

imposed a comprehensive, open-ended immunity requirement,

with active standards bodies including the IEC, CISPR, and CEN

ELEC. A minimum European position on radiated susceptibility

has been codified with the adoption of the generic standard EN

50082-1, based on IEC 801-3. More detailed specifications applic

able to specific types of equipment should be forthcoming. A har

monized radiated immunity specification, IEC 1000-4-3, is also

under development; it, too, is based on IEC 80 1-3. In the impor

tant area of information technology equipment ITE, CISPR and

CENELEC are developing a comprehensive immunity standard,

that will eventually become the harmonized EN 50024-3. It is like

ly that this will be the compulsory immunity requirement for ITE

under the EMC Directive. In the United States, the American

National Standards Institute ANSI, which serves as a clearing-FIGURE 1: The deck of the US.S. Forrestall. TIME, September 8, 1986.
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house for voluntary standards, it plans to amend C63.2 and C63.4

to include instrumentation and methods for immunity measure

ment. Here ANSI plans to select from existing standards, although

new test methods may be introduced where existing standards are

deemed inadequate.

Measurement Procedures and Limits

Most immunity problems can be traced to licensed radio trans

mitters, including broadcast stations, amateur radio operations,

commercial transmission, pagers, walkie-talkies, and the expand

ing cellular telephone and related services areas. While many of

the standards attempt to cover the RF spectrum from 9 kHz to 18

GHz, most commercial standards activities focus on the range

from 15 kHz to 1 GHz.

Standards vary widely in the levels of immunity they pre

scribe. The most common levels prescribed for commercial

equipment are one volt per meter for equipment used in normal

environments, 3 volts per meter for equipment exposed to walkie

talkies used at close range, and 10 volts per meter for equipment

used in critical applications or in proximity to high-power trans

ceivers ANSI C63.12 1984, IEC 80 1-3 1984. Most equipment

more than 95% of applications is expected to be exposed to field

strengths of less than one volt per meter.

There are differences among the standards, however.

Interim EIA standards, for example, sug

gest immunity levels as low as .3 volt over

certain frequency bands, whereas auto

motive susceptibility is an especially crit

ical safety issue. The SAE specifies field

strengths up to 200 volts per meter

because for telephone circuitry, ETA

Draft Standard PN 1361 recommends a

level of 2 volts per meter; in Europe, a

level of 3 volts per meter seems to be the

consensus level for most equipment.

Military standards are in all cases far

more stringent. Susceptibility require

ments for most procurements call for

immunity levels of at least 10 volts per

meter from 10 kHz to 1 GHz, with Navy

shipboard specs rising as high as 200

volts per meter, from 10 kHz to 40 GHz.

For equipment operating in the forward

edge of the battle area FEBA, exposure

to many thousands of volts per meter, is

the norm and can form the basis for a

requirement that such apparatus be able

to withstand these intense fields see, for

example, MIL-HDBK-235-lA.

How Tests Are Performed

Test techniques can be broken down into

two basic types. The first of these

attempts to create a transmission line

and to place the equipment under test

inside the line itself, using TEM cells,

strip lines, and longwire techniques.

Limitations are imposed by the inverse

relationship between the size of the test

setup and the upper frequency at which

it can be used. The second type of test

method uses a transmitting antenna to

irradiate the equipment. Interference to

radio services from the test equipment

and the uniformity of the applied field

can both present problems here.

Transmission-Line Methods

New techniques make it possible to build

physically large transmission lines to use

for susceptibility testing. The fields inside

any transmission line will propagate in a

predictable fashion, allowing the genera

tion of uniform fields. The technique of

building a transmission line and placing



FIGURE 2: A TEM cell.

the equipment inside it simulates exposure to far- field transmis

sions, while reducing the interference problems caused by testing

in an open field.

Transmission Line techniques can take many forms, all of

which attempt to accomplish the same objective. Some of these

forms are described below.

TEM Cells

The transverse electromagnetic TEM cell is a rectangular adap

tation of a coaxial line that sets up a region of uniform electric and

magnetic fields to which mimic the plane-wave propagation of

free space. The equipment under test is placed beneath the center

plate of the TEM cell, and a nonconductive equipment support

positions it in an area where uniform fields can be expected. TEM
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FIGURE 3: Alternative method ofproposed addition to C63.4. A plate

serves as the center conductor of a transmission line. Resistor R1 termi

nates this line in its characteristic impedance. R2 is set so that its imped

ance in parallel to R1 equals the coax impedance Z0.

cells of this type can be used over wide frequency ranges, typical

ly from 10 kHz to 200 MHz. The upper frequency is determined

by the size of the cell, which in turn is related to the size of the

equipment to be tested see SAE Information Report 1 1448.
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FIGURE 4: The longwire setup ofMIL-STD-462. Here R2 is set equal the

impedance of the transmission line formed by the wire and the chamber

approximately 138 log hid + 5 where h is the height of the chamber and

d is the diameter of the wire. R3 is set such that the impedance of R1 in

parallel with R2 is equal to the characteristic impedance of the coax, Z0.

The useful area underneath the center plate of the TEM cell is

relatively small, the equipment under test should usually occupy

no more than one third of the distance between the bottom of the

cell and the center plate.

Longwire Antenna Method ofMIL Standard 462, Notice 3

An alternative method described in MIL-STD-462, Notice 3,

although known as the longwire antenna method, is in fact sim

ply a different kind of transmission-line arrangement, that substi

tutes a wire for the plate used in the TEM cell.

The longwire method uses a wire located in the horizontal

center of a room and positioned at a point measuring one fourth

to one third of the room's overall height. The formulas shown in

Figure 4 are used to match the impedance R2 to that of the trans

mission line formed by the wire in the center of the shielded room

a kind of center conductor and the shielded room itself a kind

of outer conductor. Resistor Rt is calculated so that the imped

ance of the transmission line formed by the shielded room and the

center conductor in parallel with R1 equals the characteristic

impedance of the feeder line from the transmission source. This

type of setup is viable from 10 kHz to at least 15 MHz.

Method oflEG 801-3 1984

This document, designed for industrial process-control equip

ment but useful for other applications as well, describes the con

struction of a transmission-line apparatus known as a strip line.

Unlike the methods described above, this apparatus is a balanced

transmission line and therefore does not use a center conductor,

effectively enlarging the area that can be used for the equipment

under test. The strip line described is said to be useful up to 500

MHz for small equipment up to 25 cm on a side.

Method RSO4 OF MIL-STD-462

A similar unbalanced line arrangement is specified in method

RSO4 of MIL-STD-462. A parallel strip line is constructed Figure

6a, with the test sample placed in the center of the line and inter

connecting cables laid out 4 to 6 cm above the base of the line and

parallel to it for a length of 2 meters. The line is useful up to 30

MHz and is fairly efficient. A voltage of 100 V rms creates a field

of nearly 220 volts per meter.

Open-Field and Shielded/Anechoic Test Methods

For large equipment or tests at higher frequencies, the use of

transmission-line-based arrangements becomes impractical.

Here, other arrangements must be made, and two methods are

possible. First, a signal can be transmitted in the open field. While

conceptually simple, this method involves the transmission of

signals that can cause radiated interference, requiring licensing by

the FCC see SAE J 1338, June 1981. More commonly, tests are

performed in a shielded room, which may be unlined or lined

with RF absorbing material.

According to IEC 80 1-3 1984, "The use of shielded enclo

sures has always caused a high degree of controversy during the

development of any EMI standard. Specifically, the issue of stand

ing waves and the resulting potential for erroneous results have

been intensively discussed?' Although common in practice, the use

of a shielded room for performing susceptibility tests in anything

other than a transmission-line configuration is controversial

indeed. Despite being recommended by IEC 801-3 and MIL-STD

462, the method has been criticized as causing errors up to 40 dB.

Absorber-lined chambers are superior to simple shielded

rooms because they minimize standing waves, which in turn

increases the uniformity of the imposed field and the reliability of

the immunity test. A similar test setup is used with both types of

enclosure.

The basic commercial test setup is similar to that shown in

Figure 7 from IEC 801-3 [1984]. The equipment under test is

placed near the center of the test chamber, and transmission

antennas are positioned approximately one meter away. The rela

tively close spacing of the antennas minimizes the effects of reflec

tions from the chamber. A number of field probes are used to

detect the electrical field around the equipment under test.

Multiple probes are needed because of standing waves within the

chamber. Cabling to the equipment under test is run through a

shielded conduit, but at least one meter of cable is left exposed to

the radiated field in the polarization most likely to be encountered

in use. A similar setup is used for portable military equipment

MIL-STD-462, Method RSO3, though military hardware is typ

ically tested with the equipment grounded to a conductive bench

is bonded to the shield-room wall.

Future Commercial Methods

Even though all the theoretical calculations and confirming mea

surements of real-world fields are performed without the EUT

present, the presence of the EUT can significantly perturb the

local fieldstrength values. Since the amount of power fed to the

antenna is based on measurements of the local field during the

test, this situation leads to either overtesting or undertesting of the

equipment for the specific environment for which it is intended.

Until the advent of recent computer-automated techniques, it was

thought to be impossible to calibrate the field prior to testing and

then to reproduce those conditions during the test. Computer-

assisted technique is the heart of the new test methodology being

developed by the IEC. Under the procedures specified by by the

most recent draft of the second edition of 80 1-3, the interference

field will be calibrated in the chamber without the EUT present;

the EUT will then be placed in the chamber, and the same power

recorded during the calibration will be fed to the transmitting

antenna. No measurements of field strength will be made during

the test itself. Uniformity of the field will also be tightly specified,

with reliance on absorber-lined chambers ceiling, walls, and

floor to minimize reflections.
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