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xperience shows that the cables attached to electronic equip-

ment are a prime factor in radiated emissions, particularly for

equipment of modest size. Especially at lower frequencies—

below approximately 150 MHz—the radiated signals are sen-
sitive to the presence of signal cables and to their positioning. Why
should this be?

It is well known that an antenna will radiate efficiently if it is
well matched to its source and has an “electrical length” of at least
¥4 wavelength. For small- to medium-sized equipment, the longest
available antenna is the I/O cabling. It is not surprising that these
cables are an important factor in radiated emissions.

It is commonly and mistakenly assumed that since the cables
are acting as antennas, the emissions are caused by the signals they
are designed to carry. This is usually not the case. Useful data sig-
nals are differential signals, but radiation is due primarily to high-
frequency common-mode signals. The frequency composition of
the intentional and accidental signals is generally completely dif-
ferent. Consider an RS-232 cable: at its maximum baud rate, the
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FIGURE 1: A computer is basically a source of common-mode noise. The
attached cables can be modeled as antennas, which in turn can be mod-
eled as complex impedances.
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data is essentially changing at audio rates. Harmonics of the inten-
tional differential signal would be far too weak, and far too closely
spaced in the frequency domain, to cause significant interference.
Instead, the problem typically originates in common-mode signals
at system clock rates, which find their way to the cable through
inadequate grounding and shielding.

A simple antenna model is descriptive of the radiated signals.
First, consider a grounded voltage source driving a monopole wire
antenna (Figure 1). The antenna presents an input impedance
with respect to ground. Effective radiation occurs when the source
is able to transfer significant energy into the antenna’s radiation
resistance. For a wire antenna, the input impedance varies dra-
matically as a function of its electrical length (Figure 2). At most
frequencies, the antenna is quite reactive and radiates inefficiently;
at the resonance frequencies, however, the antenna appears resis-
tive and radiates efficiently.
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FIGURE 2: The driving-point impedance of a wire antenna varies with
frequency. At resonance it looks like a resistor of 50 ohms and radiates effi-
ciently; away from resonance it radiates far less signal.
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FIGURE 3: Combining the broadband RF source
represented by a computer with a resonant cable
“antenna’” creates a composite radiated signal with
peaks and nulls. Changing the cable’s length and
orientation will alter the spectral position of these
peaks and nulls. Harmonics of the clock or its
divider chain usually account for the observed fre-
quencies.

If we think of our voltage source as being
rich in harmonics, rather than composed of a
single-frequency sine wave, we come very close
to matching the situation we find with digital
equipment. The source (Figure 3) contains
common-mode energy derived from system
clocking frequencies and their harmonics. This
energy generally falls off at higher frequencies.
The antenna radiates efficiently at some fre-
quencies and inefficiently at others. Multiply-
ing the effects and the source of the antenna,
we would expect to see radiated signals
exhibiting spacing related to harmonics of the
equipment clocks, and peaks dependent on
cable configuration. This model matches our
observations.

To summarize, then: any antenna can be
modeled as a complex impedance. At reso-
nance, the reactance disappears, and the anten-
na—that is, the I/O cables—appears resistive
and efficiently radiates common-mode energy.

Given the nature of the source (broad-
band) and the antenna (a quarter-wave whip),
how can emissions be cured? The cures, as one
might suspect, involve bypassing, shielding,
and filtering.

To be sure, bypassing the I/O to ground
will solve the problem. Shorting the 50-ohm
impedance represented by the antenna to
ground will keep it from radiating. The trick is,
to what ground? Connecting the bypass capac-
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FIGURE 4: Large metal planes can act as “local earth” ground. They can
be modeled as “free-space” capacitors with a capacitance of about 30
picofarads per square foot.

FIGURE 5: Shields also provide a local earth. The total charge enclosed
by the shield remains constant when current flows through the bypass
capacitor. Thus, by Gauss’ Law, the shield’s potential is constant, and a
local ground is formed.
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FIGURE 6: Bypass capacitors bypassing I/O cables should be connected
to chassis, not signal ground, via a low-impedance connection.

itor to traces on the PC board may make matters even worse—
after all, that was the source of the RF noise in the first place. We
don’t want a signal ground, we want an earth ground. We need to
find a point whose potential won’t vary with respect to the earth.
Such a point won't radiate. Creating a “local earth” ground is a
major task of the EMI engineer.

Wires and other objects radiate because their potentials
change with respect to earth ground. Changing currents and
potentials in combination always cause some kind of radiation;
“earth ground” is simply a place where there is no significant
change in potential with large amounts of current passing
through. The planet Earth itself is, as the name would imply, such
a ground. Try as we might to pass manmade currents through the
earth, its potential with respect to the rest of the universe doesn’t
change very much. It’s such a large reservoir of conducting mate-
rial that it can absorb the excess charge without any change in
potential. Unfortunately, we can’t just connect our bypass capaci-
tors to the earth with wire and ground stakes, as any such connec-
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tion would involve lead inductance on the order on 20 nH per
inch, and even a few inches of wire would introduce impedances
that would make the bypass useless next to our 50-ohm “antenna.”

What we need to do is create a “local earth.” The two methods
for achieving this involve 1) the introduction of “electric mass,”
and 2) the use of shielding. Large surface areas of metal have sub-
stantial capacitance (on the order of 30 pf/sq. ft.) and can there-
fore absorb significant charge without changing potential. Large
pieces of metal are thus charge reservoirs.

The other method of creating a local earth uses shielding.
Gauss’ Law tells us that the shield will be an equipotential surface.

Shielding the 1/0 Cable

Whenever the subject of emissions control comes up, one of the
first solutions to spring to mind is the use of shielded cables. But
unless a shielded cable is used properly, it will not be effective in
reducing emissions, and it may in fact increase interference levels.

A shielded cable works the same way any shield does.
According to the principle of the Faraday cage, a continuous
enclosure of metal acts as a barrier through which no electric field
can pass. Fields near the surface set up currents in the conductor
that tend to cancel the incident field. A cable shield is only as good
as the “local earth” it connects to; if it is connected to a point at
varying RF potential, it will be driven like any other wire.

The solution, again, is to find the right ground to attach the
shield to. As in the case of bypass capacitors, this is not a signal
ground, but a real “local earth” ground-—the chassis or the case.

Now that we’ve answered the question of where a shielded
cable is to be connected, we need to address the question of how
that connection should be made. If the shield is connected to the
chassis with several inches of wire, RF potentials will develop on
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FIGURE 7: I/O bypassing requires an electrically short path to chassis
ground. One implementation is shown here. Space on one side of the PC
board is reserved for ground and bypass capacitors (470 pf) mounted to
it. For mass terminations, a single in-line package (SIP) or filter connec-
tor can be used.
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FIGURE 8: As with bypass capacitors, the shield on the shielded cable
should be connected directly to chassis ground. Any added impedance
will convert high-frequency energy to common-mode currents.

FIGURE 9: Some of the many styles of 360-degree metal backshells avail-
able to facilitate good RF grounding.
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the shield because connection is inductive. No matter what type of
braid or foil is used as a shield material, it will still radiate.

The kind of connection required between the shield and the
chassis is one of low impedance. The best form this connection
can take is a continuous 360-degree metal shell, with the backshell
itself constructed out of metal or metallized plastic. The connec-
tion through the shielded cable on the braid is crucial, not only for
RF reasons but for mechanical strength as well. Braid is often a
superior choice to foil due to its greater mechanical strength. Foil-
type materials are difficult to connect to a backshell and, unless
carefully designed, can break after repeated flexing.

Common-Mode Filtering

Just as shielded cables are often the first solution the designer often
reaches for in solving an EMI problem, series filtering of the I/O
cable is often the last. The use of ferrite and other lossy materials
on an /O cable can frequently solve otherwise difficult emissions
problems. Ferrite may be the least understood mechanism for
suppressing emissions from I/O cables.

To illustrate ferrite’s usefulness, we can think of the computer as a
transmitter and the cable as an antenna. Our transmitter is an RF
source, driving a load that in its worst case (i.e., worst for radia-
tion) is approximately a 50-ohm impedance. We've looked at
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FIGURE 10: Series elements are useful for RF suppression. Since the radi-
ation resistance of a long-wire antenna is approximately 50 ohms, a series
impedance of 500 ohms can yield up to 20 dB of suppression.
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FIGURE 11: Where series resistors cannot be used, a six-hole ferrite bead
can be an effective solution.
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FIGURE 12: Common-mode sleeves can be placed over entire I/O cables
to effectively pick off the common-mode noise while leaving the “differen-
tial” transmitted signal undisturbed. They can be either whole or split.
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FIGURE 13: Filter connectors consist of capacitors and a small ferrite
sleeve. The filter works primarily through the bypass capacitors and must
be bolted against the chassis to be effective.

FIGURE 14: Common-mode chokes in convenient packages.

throwing a shield around that antenna and a bypass capacitor
across it. Our simple model points the way to another simple so-
lution: putting an impedance in series with the antenna load. That
impedance could be, for example, a resistor of, say, 500 ohms.
Since the resistor is 10 times the antenna’s impedance, 90% of the
energy is burned up in the resistor and will never reach the anten-
na. This simple solution, putting a resistance in series with the
antenna, really works (try it!). Note that the series resistor will be
most effective when the impedance of the antenna is lowest,
which, as it happens, is at resonance. Away from resonance, the
impedance of a cable “antenna” rises, and a higher proportion of
the available energy is delivered. Fortunately, away from resonance
the antenna is not that effective as a radiator, so we don’t care. In
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