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B
ecause of two compelling forces--the EC's EMC Directive

and marketplace necessity -- product level ESD immunity

has evolved from an afterthought or a luxury into a product

requirement. We will present several approaches to `hardening

products against the effects produced by electrostatic discharge.

ESD protection measures in the factory fall under the heading of

"static control." But the need for ESD protective measures does not

end there. Rather, the product must be designed to be immune from

ESD sources in the field, i.e., from user-induced ESD. This falls

under the heading of "product" or "system" level ESD protection.

Product/system level ESD design starts with the premise that the

product's environment cannot be fully controlled. Sooner or later,

triboelectric potentials will build up and the product will find itself

the target ofan ESD event. Our task is to prevent equipment damage

and to minimize any malfunctions.

Manifestations of ESD susceptibility can be separated into two

classes which, for the purpose of this article, we will call "conducted

upset" and "radiated upset" By conducted upset, we refer to effects

triggered by the direct passage of some portion of the discharge

current through the equipment's circuitry. For radiated upset, the

mode of action is indirect. The equipment is affected by the intense

fields generated by the intense ESD impulse. For example,

malfunction caused when a spark is drawn to a nearby piece of

furniture falls in this category. Sometimes there is an apparent

overlap between the two categories. Consider the situation when a

spark is drawn directly to the case of the product in question. ESD

current may be successfully diverted to ground so that it does not

actually pass through the equipment circuitry. Nevertheless, its

passage in such close proximity creates intense transient fields,

which may cause equipment malfunction. Fortunately, though

confusion may occasionally arise over the exact mechanism ofESD

interaction, common design techniques are used to provide the cure.

It is hardware's responsibility to avoid equipment damage from

the conducted ESD spark. In the area of software or data errors, a

typical result of radiated upset, software fixes can provide a valuable

assist. Indeed, in the latter case, it is sometimes easier to

compensate for ESD effects by robust software design than to

entirely eliminate them by hardware measures. Forethought in

applying sensible error correction measures can result in increased

product immunity at minimal cost.

Preventing Conducted Upset

Conducted upset occurs when some or all of the ESD discharge

passes through the product's electrical circuitry. The currents are

extremely intense, reaching peaks as high as 30 amperes in a fraction

of a nanosecond. Only a very small fraction of the discharge current

need flow through the circuitry to cause malfunction or, quite often,

component destruction. The two approaches available to us are I

to either keep the arc from forming or 2 if it does, to divert it to

ground.

Preventing the arc from being drawn to the equipment is possible

with a plastic equipment housing. The goal is to establish a

dielectric barrier between charged personnel and internal circuitry

that exceeds levels likely to be found in the environment. If this
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FIGURE 1: ESD can pass through seams and openings in an

insulating case. The best defense is to prevent the arcfrom

forming by lengthening the minimum distance to the internal

circuitry.

barrier is breached, an arc will be drawn directly to the circuitry, so

the breakdown level of this barrier must be kept quite high, typically

20 kV or more. Such a level can be obtained with a thin, high

dielectric barrier or, if there is no such barrier, a minimum air path

of three-eighths to one-half inch. Since sparks will travel freely

through any cracks in the equipment housing these must be treated

carefully:

* The location of case seams and openings can be varied to

provide the necessary minimum clearance distance from

internal conductive parts.

* Alternatively, the path length can be lengthened by use of

tongue-in-groove or ship lap joints where plastic pieces meet.

Use of these joints forces the arc to travel a longer distance,

thereby increasing the effective dielectric barrier.

* A solid dielectric can be employed. Even thin sheets of Mylar

tape can provide this protection. This may only be necessary

in vulnerable areas of the equipment where clearance between

the equipment case and the internal circuitry is limited.

* Rounding leads with any sharp corners near the device

periphery helps. Sometimes, a product will perform

adequately except at a few vulnerable spots. When this occurs,

the actual path of the discharge should be visually monitored.

Turn out the lights and look for the discharge. A field

intensification effect can come into play, causing arcs only to

a few vulnerable points. Since electric fields are intensified at

sharp corners a principle used since Ben Franklin's day to

attract lightning rounding the corners of problem traces and

metal projections such as heat sinks can sometimes provide the

added margin required at virtually no cost.

Some products may be partially or completely housed in metal.

With others, user-access to I/O pins may be unavoidable. In either

case, an arc can occur, so our approach must be to divert the
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discharge current to ground via a low impedance path. The cabinet

and large accessible pieces of metal, should be connected to a single

point ground. Minor metal trim, such as logos, which float in

plastic, may not need to be grounded if a secondary arc to internal

circuitry does not occur. Floating metal pieces can act as conductive

extensions to the user's finger from which discharge can occur. If

they are far enough removed from internal circuitry, dielectric path

length will be maintained; if not, they must be grounded.

I/O connections are especially vulnerable, An accidental

discharge to an unprotected I/O pin can easily cause component

damage. The basic strategy for dealing with discharges to

vulnerable pins is to limit the amount of current that can enter and

to divert it away from sensitive IC components. A typical

arrangement might consist of a series resistance and shunt diodes to
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FiGURE 2: A sharp-cornered conductor is more prone to

draw an arc than a rounded one;
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FIGURE 3: Direct discharge currents must he limited and

diverted. Resistor diode networks are commonly used,

sometimes in conjunction with filtering components.

the positive and negative supply rails. The resistor provides current

limiting, while the diodes clamp the IC inputs to acceptable

voltages, effectively diverting the discharge current to the power

supply rails. Typical values for such an arrangement can vary from

under 100 ohms to as high as 100K ohms, depending on the type of

circuit involved and the speed required of the I/O circuitry. High

impedance inputs, such as those found in MOS and some

operational amplifier circuits, will operate satisfactorily with very

high series resistances; however, their speed may be limited. Some

devices employ the diodes internally, so all that is needed is the

series resistance. Low impedance devices, such as bipolar TTL

logic and virtually all output circuitry, will require the use of much

lower values, typically of the order of 50 ohms for bipolar logic and

1K ohm for MOS outputs. If there are logic devices, it's always

good practice to connect unused inputs to the power rail or ground,

as appropriate. For devices which connect to I/O, it is doubly

important.

The decision to incorporate ESD protection into the 1/0 circuitry

should not be made routinely. Manufacturers must decide whether

discharge to equipment pins is likely under field conditions. If, for

example, installation is performed by trained personnel, leaving a

device fully cabled, the problem may rarely arise. Since the number

of I/O pins involved may be considerable, a tradeoff between ESD

immunity and cost-effectiveness must be made based on anticipated

conditions of use.

FIGURE 4: Series protective elements will limit circuit

speed. Shown is added propagation delay versus series

resistance for a typical shunt capacity of7pf.
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Controlling Radiated Upset

Radiated upset occurs when the fields generated by the ESD event

are picked up by components inside of the equipment and

misinterpreted as signals. The electric and magnetic fields

accompanying the arc may be viewed as having three components:

Near field magnetic components: These fall off as the cube

of the distance from the arc. Every loop in the circuit will

experience an induced voltage given by the rate of change of

the magnetic flux through it. Depending on the distance from

the impulse, magnetic fields, which can easily be measured in

amperes per nanosecond, induce voltages which can be well

in excess of logic thresholds.

* Near field electric fields: At distances closer to the arc than

i-, the electric field falls off with the square of the distance.

Field strengths from ESD events reaching from several

hundred to several thousand volts per meter are not

uncommon. Circuit leads and attached I/O wires act as

antennas. Electric field pickup is especially severe for exiting

cables.

Far field: For distances greater than i-, both electric and

magnetic fields fall off inversely with distance and are coupled

together. This is the region of traditional radio propagation.

The most intense fields, and hence the most serious problems,

occur from the near fields, that is, the equipment is most strongly

affected when the discharge is nearby.

Controlling radiated upset involves reducing the amount of

unwanted induced signal by a combination of shielding and

filtering. A valuable diagnostic technique is to distinguish whether

the malfunction is caused by energy radiated directly into the

equipment or whether the problem is caused by signals picked up

on I/O leads. Normally, radiated upset will be detected during the

course of a formal ESD immunity evaluation utilizing a "radiated

plane, as recommended in IEC 80 1-2. This is a metal sheet placed

near the equipment under test EUT. Discharging to it, rather than

the product itself, creates a nearby radiated source, without inducing -

conducted upset effects. Once radiated problems are detected, the

tests should be repeated with 1/0 cables removed. If malfunctions

still occur, it is clear that the basic product shielding is inadequate.

On the other hand, if the problems cease when the I/O cables are

removed, it is likely that the cables are acting as antennas and

injecting signals strong enough to be misinterpreted. The cure here

is to prevent the unwanted signals from entering, either by use of

I/O filtering or improved cable shielding.

To find C - Place plate 1 cm from wire worst case
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So our model becomes:

FIGURE 6: A useful ESD coupling model estimates the

capacitancefrom a radiating test plane to affected I/O cables.

Under worst case conditions ofa] cm separation and a 50 cm

plate size, the maximum coupling capacitance between the ESD

simulator and the cables is of the order of]0 picofarads.

CE

FIGURE 5: A high impedance shield-to-cabinet termination

effectively disconnects the shieldfrom the cabinet at high

frequencies. RF voltages will be induced on the shield and be

capacitively coupled to the inputs. A 360 degree shield

termination is ideal. Avoid "pigtails".
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Let us assume for the moment that signal pickup by the I/O cabling

is at fault. If an adequate cabinet shield is in place, we can eliminate

unwanted pickup by extending the shield over the cable. For a

shielded cable to work, it must be connected to the equipment shield

via a low impedance connection, preferably a full 360 degree boot.

Any lead inductance caused by using a `pigtail" instead of a 360

degree metal boot wires may be modeled as an impedance of about

20 nH/in will greatly degrade the shield's effectiveness. As shown

in Figure 5, the shield will be decoupled from the device housing,

so that fields impinging on it will couple to the I/O leads running

through it.

Filtering of the I/O leads may range from the simple to the

elaborate but it is governed by a common principle. On any given

cable, all wires are exposed to the same fields. Thus, the

ESD-induced impulse is common to all of the input leads.

Designing the I/O circuitry for increased ESD immunity is therefore

an exercise in maximizing common mode signal rejection. A

simple lumped circuit model of this coupling mechanism is shown

in Figure 6. Under typical test conditions, a radiated plane or any

other nearby discharge surface will be capacitively coupled to our

I/O lead. The nominal value of the coupling capacitance will be

dependent on distance and is generally quite small. An extreme case

might be realized if a discharge occurred quite close on the order

of 1 cm from the affected lead, in which case the coupling

capacitance could approach 10 picofarads.

Our task is to filter the high frequency energy picked up by the

cables. Common mode suppression can take several major forms:

* Bypassing to chassis ground

* Common mode filtering of input cables ferrite sleeve

* Series-shunt filter e.g., series ferrite combined with

bypassing referenced to circuit ground

* Differential coupling, such as the use of optoisolation or

transformer coupling.

All of these methods work to reduce the amount of high frequency

energy that enters the equipment. They can be used singly or in

combination.

Bypassing the I/O leads is perhaps the simplest and most widely

employed preventive measure. Values of the order of 100 to 1000

pf are commonly employed to terminate all leads. The effectiveness

of shunt elements is limited by the lead inductance used to connect

them. For best performance, the length-to-width ratio of the PC

trace used to ground the I/O bypass capacitors should be less than

3. Use of a large ground land area is worthwhile.

As shunt elements are unavoidably plagued by lead inductance,

a logical next step is to consider a series impedance. Where high

resistances would compromise circuit operation, consider the use of

ferrite beads. These may be inserted in series with each lead to

provide a predictable impedance over an extremely wide frequency

range. Ferrite components often prove superior to miniature chokes

because they do not suffer a high-Q self-resonance at moderate RF

frequencies.

Since common mode rejection is the design goal, we may use

common mode chokes as well as chokes inserted in individual leads.

Logical targets for common mode chokes are related signals, such

as differential inputs or signals directed to a common gate. The

onboard common mode chokes may be custom-made from

multifilar windings on small ferrite toroids. They are also becoming

available in a variety of prepackaged, machine-mountable forms

from several companies.

The use of ferrite sleeves mounted over incoming I/O cables takes

the application of the common mode choke to its logical end by

applying common mode filtering simultaneously to the entire cable.

The last method of isolating the ESD-induced pulse on a signal

pair involves the use of differential coupling. Incoming signals may

be routed through a transformer or an optocoupler. Since ESD

signals are common mode and the signals of interest are differential,

significant attenuation may be obtained.

To prevent ESD pulses from being latched as spurious data,

designers should use strobed data latching. The strobed latch will

only register false data if the transient coincides with the strobe. For

relatively slow data lines, where the strobing is infrequent, the

probability of this occurring is low. It can be reduced even further

if data validation over two cycles is employed. Such digital filters,

FIGURE 7: Multiple stages ofESD filtering can be used,

singly or in combination, to reduce the size of the commonmode

pulse: cable mountedferrite sleeves, bypassing to case ground

and internal commonmodefiltering with respect to signal

ground. Differential coupling of the signal via a transformer or

optocoupler can also help.
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