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S
trong electromagnetic fields can produce the maddening

gremlins that sometimes plague electronic equipment.

Strong fields can cause computers to register false data or

overload the front end of TV and radio receivers, distorting signals

in a most annoying fashion. Usually, the source of the signal is a

nearby transmitter. Its signals couple to I/O cables, the power line,

or enter the equipment directly.

In some cases, the effects of susceptibility are dramatic and tragic.

Witness, for example, an event which occurred on July 29, 1967,

on the US aircraft carrier Forrestal.

The Forrestal, on that day, cruised off the coast of North Vietnam.

Its jets had already flown more than 700 sorties and there was no

reason to expect this day to be any different. Not threatened by

enemy aircraft, the A-4 Skyhawks on deck were loaded with two

1000 lb. bombs, air-to-ground and air-to-air missiles. Fully fueled,

they were ready for takeoff. Somewhere on the deck of that carrier,

attached to the wing of an aircraft, was an improperly mounted

shielded connector. As the radar swept around, RF voltages

generated on that cable ignited a missile which streaked across the

deck, striking an aircraft and blowing its fuel tanks apart. Its two

1000 lb. bombs rolled to the deck and exploded. Wingtip to wingtip,

the planes burned and bombs exploded. Fire spread below deck,

and before it was extinguished, 134 men were dead or missing.

Damage was $72 million and the Navy had suffered its greatest

number of casualties on an aircraft carrier since the battle of

Okinawa.

Clearly, the field susceptibility characteristics of critical

equipment must be known. Leading in the field of standards

development is the military and the Society of Automotive

Engineers SAE. Pursuant to MIL-E-6051D, all subsystems and

equipment must meet MIL-STD-461/462. Susceptibility is an issue

for automotive manufacturers as well. In these industries, work on

susceptibility did not wait for FCC regulation. The effects of

susceptibility on automobiles were felt as soon as digital logic was

added. One early problem was the locking of brakes when a radio

transmitter in the vehicle was keyed. Components within a vehicle

must meet the standards of SAE J 1113, while SAE J 1338 provides

information on how an entire vehicle can be tested. The use of

instrumentation such as the TEM cell is described in SAE J 1448.

Internationally, CISPR 201985 also deals with the immunity of

sound and television broadcast receivers. Radiated susceptibility

of industrial process control equipment is the subject of IEC 801-I

and 80 1-3. The European Commission of the EC has issued a

comprehensive EMC directive for information technology

equipment. This directive includes comprehensive immunity

specifications in addition to EMC emissions requirements, and will

affect commercial equipment by 1992. Among these is EN55 101-3,

the corollary to IEC 80 1-3.

Finally, the American National Standards Institute ANSI, as a

clearing house for US voluntary standards, is preparing to amend

its standards C63.2 and C63.4 to encompass means for measuring

immunity. That document will select from existing standards, and

only prescribe new methods of test when, by consensus, existing

standards are deemed inadequate. Among these is EN 55 10 1-3, the

corollary to IEC 80 1-3.

Measurement Procedures and Limits

Most immunity problems stem from licensed radio transmitters,

including broadcast stations, amateur radio operations, commercial

transmission, pagers, and walkie-talkies. While many of the

standards attempt to cover the RF spectrum from 10 kHz to 18 GHz,

most commercial standards activities focus on .45 to 1000 MHz.

Standards vary widely in the levels of immunity they prescribe.

The most common levels prescribed for commercial equipment are

one volt per meter for equipment used in normal environments, 3

volts per meter for equipment exposed to walkie-talkies used at
close range, and 10 volts per meter for equipment used in critical

applications or in proximity to high power transceivers ANSI

C63.12 1984, IEC 801-3 1984. It is expected that most

equipment more than 95% of applications is exposed to field

strengths of less than one volt per meter.

There are differences among the standards, however. Interim

standards of the EIA suggest levels of immunity over certain

frequency bands as low as .3 volts per meter. On the other hand,

automotive susceptibility is an especially critical safety issue. For

this reason, the SAE specifies field strengths up to 200 volts per

meter. For telephone circuitiy, EIA Draft Standard PN 1361

recommends a level of 2 volts per meter.

Military standards are far more stringent. Susceptibility

requirements for most procurements require immunity levels of at
least 10 volts per meter from 10 kHz to 1 GHz. Navy shipboard

specs can rise as high as 200 volts per meter, 10 kHz to 40 GHz.

Equipment operating in the forward edge of the battle area FEBA

can expect exposure to many thousands of volts per meter, and can

be specified to withstand these intense fields see, for example,

MIL-HDBK-235-1A.

How Tests are Performed

Test techniques break down into two basic types. One type

attempts to create a transmission line and place the equipment under

FIGURE 1: The Deck of the U.S.S. Forrestal. TIME, Sept. 8,

1986.




